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Deepfake » % & 7 Deep learning £2 fake = TB EC2k I if‘u{A 1 Ea A gy
s #3005 B8 J 40 b8 dont o 5 S Wik Mo it A 00 p Rt g3
WOp F o EFIEFE PR o BiE Deepfake s AT L Tep R A o — R
5 IRAEFTAI 2 & Aflorithmic % - S BA O > PP ¢ o2 g
& Fl#r2 (AlbertEinstein) 7% s k- 4> 2 w85 £ { B %I04
%% 5 ¥ ¢ Deepfake #ilvs s ERef 4 BTG > FRA LTI Flas
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1-2. SW1H
Who HRITELGEF ARTHEY S UM R 2ht R(ER)
What FELR P A i 2
When C R i A A L = g N
Where & By
Why NG PTAR R AR ’?Ff%%ié?*iﬁ
How FREY ~BEEY TR
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https://zh.wikipedia.org/wiki/%E4%BA%BA%E5%B7%A5%E6%99%BA%E8%83%BD
https://zh.wikipedia.org/wiki/%E4%BA%BA%E9%AB%94%E5%9C%96%E5%83%8F%E5%90%88%E6%88%90
https://zh.wikipedia.org/wiki/%E4%BA%BA%E9%AB%94%E5%9C%96%E5%83%8F%E5%90%88%E6%88%90
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TR B >t kaggle % k1 140k Real and Fake Face F AL & - BF & L & 0 oL
ez l4g%RBE 2P 5 TERRY ZER A% A Flickr ohficdp $ 2
M oken; ¥eb 7 gk iEM% Ad Bojan f]* StyleGAN # =@ ko gt T EF —
AL R A BAITA VRS BRI EE B AE T T
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2-2-1. Colab # » F#L &

BFALE 92 =0 colab z@ﬁ@‘fﬁ

from google.colab import drive
drive. mount (" /content/drive’)

Mounted at /content/drive

from zipfile import ZipFile
file unzip = ’drive/MyDrive/real-vs—fake.zip’
with ZipFile(file unzip, 'r') as zip:

zip. extractall ()

print (“done”™)

done
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import numpy as np
import pandas as pd
import os

import tensorflow as tf

from keras.preprocessing. image import ImageDataGenerator, load_img
from keras.lavers import Conv2D, Dense, BatchNormalization, MaxPooling2D, GlobalAveragePooling2D, Dropout, Flatten

from tensorflow. keras. optimizers import RMSprop, SGD, Adam, Adagrad
from keras import regularizers

from tensorflow. keras.applications import MobileNetV2

import matplotlib.pyplot as plt

from tensorflow. keras.utils import plot_model

2-2-3. 22 P EZRETIRE BREE

path = '../content/real-vs—fake’

train = '../content/real-vs—fake/train’

test = ' /content/real-vs—fake/test

val = '../content/real-vs—fake/valid’
train_fake = ' /content/real-vs—fake/train/fake’
train real = ' /content/real-vs—fake/train/real’
test_fake = ' /content/real-vs—fake/test/fake
test_real = ' /content/real-vs—fake/test/real’

def plot_image(path, title):

plt. figure (figsize=(10, 10))

for i in range(9):
img = load_img(path + / +os.listdir(path)[i])
plt. subplot (3, 3, i+1)
plt. imshow (img)
if title=="Fake Faces :

plt. title(os. listdir (path) [i][:4])

plt. suptitle(title)
plt. axis(* of f’)

return plt

plot_image(train_real, ’Train_Real Faces’). show()
plot_image (train_fake, ’Train_Fake Faces’). show()

plot_image (test_real, ’Test Real Faces').show()
plot_image (test_fake, ’'Test Fake Faces’).show()

Train_Real Faces




Train_Fake Faces

Test_Fake Faces
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RABAG 2% ST %Y 53 {58 B Y45 %24 ~ real ¢ fake

WA T R S
nevname = ‘real”
newname = newnane.strip()
if newname != 7:
wWENEFSH ErIkEE
train real = os.getewd()
HEEHAERENEI
pic_ext = [.jpg’, .png’ ]
i =0
for file in os.listdir(path):
if os.path.isfile(file) == True:
name, ext = os.path. splitext(file)
print (“ext”)
if ext in pic_ext:
i = i+l
newnamel = newname + 7+ str{i) + ext
os. renane (file, nevnanel)
WA T R S
nevname = “fake”
newname = newnane.strip()
if newname != 7:
wWENEFSH ErIkEE
train fake = os.getewd()
wEE ARSI
pic_ext = ['.jpg’, .png’ ]
i =0
for file in os.listdir(path):
if os.path.isfile(file) == True:
name, ext = os.path. splitext(file)
print (“ext”)
if ext in pic_ext:
i = i+l
newvnamel = newname + '_7 + str{i) + ext

os. renane (file, nevnanel)

2-2-5. W-WihF-

i¢ * ImageDataGenerator % i train ~ validation ~ test i % {8 £ [0-255]
B2 [0-110 2 ¢ flow_from directory kdp T T AL & > class_mode 3%
% binary ~ B] ¥ ~ |- target size % & (224, 224) » shuffle 3% = &_F 7§ #cdy >
batch_size 3% » 64 °

SRR ﬂi‘u train & F 100000 % ~ validation £ 3 20000 % - test &
3 20000 £ - A % 3 i classes » fake & O ~real & o



datagenn = ImageDataGensrater (rescale=1./255)

train_set = datagern. flew_from_directoryitrain,
class_mode="binary’,
shuffle=True,
target_size=(224, 2243,
batch size=64

)

validation set = datagen. flew from directory(wal,
class_mode="binary’,
shuffle=True,
target_size={224, 224},
batch size=84

)
test_set = datagen. flow_from_directory(test,

class_mode=" binary’,
shuffle=True,

target _size=(224, 224,
hatch_size=64

train_set.class_indices

Found 100000 images beleonging to 2 classes.
Found 20000 images belonging to 2 classes.
Found 20000 images belongzing to 2 classes.
{fake': 0, "real’: 1}

2-2-6. AETFRE BH S ER

plt. figure(figsize=_(10, 10
for 1 in range(9):

img, label = train_set.next()
ax = plt.subplet(3, =, 1 + 1)
plt. imshow (ing[0])

if(labell0] == 0.0):

plt. title(“Fake")
else:

plt. title("Real™)
plt. axis ("off™)
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3-1-1. CNN

% 4! 17 % (Convolutional Neural Network) i§ = CNN > # A g s v

PR E dFahdon 3F S B RS Al A ONN G Efefru i o
CNN = £ 84 A ff2 il ek 2 cnRERE Y WL > H 54
/z\ .

1. ¥4 & Convolution Layer
#-F 4 B & 2 4 7o Feature Detector(filter) % ## 18 &

2. # i & Pooling Layer
1 & B * Max pooling © Max pooling e7HF jm H_% BRBF T H 5 B
Pixel #2474 % 27 3 $F > ¥ L J Rdinbufeqs it o

3. > A Fully Connected Layer
R TRk S Ll 7&? WRERT R AGH SRR 2T TEFTA



3-1-2. Densenet

ek ] mAT g AT 0 B Id CONN 02 i 55 B ) e % % f R B
( Densenet) » yt e 3 £ % (RS (R E Pl R E T R LB e 4
WEEHAES N RE R DRI E BE TR B E G LAy el
FLBpdE AR EBREEE G- BAZR ~F LIL+1)2 BEHai
FEBHAOEAFR Y RE PR E TR L EE L F LV SO
[ nfe ;i o

Dense block % H R

F = el o~ kP B G ST K 8 o AR xo AL input > Hy i
> &_ Xo (input),Hzﬁv@?])x{XO fo xi (xi 2 HI e d) o

Densenet -7 2¢ f}{‘; :

Layers Output Size DenseNet-121 | DenseNet-169 |  DenseNet-201 |  DenseNet-264
Convolution 112 x 112 7 x 7 conv, stride 2
Pooling 56 % 56 3 x 3 max pool, stride 2
Dense Block 1 % 1 conv 1 x 1 conv 1% 1 conv ] [ 1 1conv ]|
6 6 6 6 6
(1) 56 x 56 3 x 3 conv " 3 x 3 conv - 3 x 3 conv h 3 x 3 conv b
Transition Layer 56 x 56 1 x 1 conv
(n 28 x 28 2 x 2 average pool, stride 2
Dense Block 1 x 1 conv 1 x 1 conv 1 x 1 conv 1 x 1 conv
2
(2) 2 3 x 3 conv 12 3 x 3 conv 12 3 x 3 conv 12 3 % 3 conv 1z
Transition Layer 28 x 28 1 x 1 conv
) 14 x 14 2 x 2 average pool, stride 2
Dense Block 1 x 1 conv 1 x 1 conv 1 x 1conv | 1 x 1 conv |
2 2
(3) e 3 x 3 conv e 3 x 3 conv 32 _3x3|.1]m"x48 _3x3|:m\'_x64
Transition Layer 14 x 14 1 x 1 conv
(3) Tx7 2 x 2 average pool, stride 2
Dense Block 1 % 1 conv 1 % 1 conv 1 x 1conv ] [ 1x1conv ]
Tx7 16 32 32 48
4 ” 3 x 3 conv " 3 x 3 conv 8 3 x 3 conv - 3 x 3 conv -
Classification 1x1 7 = 7 global average pool
Layer 1000D fully-connected, softmax

8
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3-2-1. CNN

LA Sepial

= 7} & (filter = 32)
g

% % & (filter = 64)
LRTRLY

% # & (filter = 128)

(6) wo R

(7) it 7 flatten 38 & 1-D * 5]
(8) ﬁe?l 41 fake # real & %f

Activation function # * relu o

-»

(1)
2)
©)
(4)
©)

H—

H—

|4

|4

4

—_

model = tf. keras.nodels. Sequential {
[
tf, keras. layers. ConvZD{32, (3,3), paddinz="sane’, activation="relu’, input shape=(224, 224, 3},
tf. keras. layers. MaxPooling2D (2, 2),

tf. keras. layers. ConvzD (84, (3, 3), padding="=ame’, activation="relu'},
tf, keras. layers. MaxPooling2D (2, 20,

tf. keras. lavers, ConvzD {128, (3,3, padding="samne’, activation="relu'),
tf. keras. layers. MaxPooling2D (2, 2),

tf. keras. lavers.Flatten(,
tf. keras. layers. Dense{2)
K
model. summary O

medel. conpile(optimizer= Adam (1r=0. 001}, loss=tf.keras.losses. SparseCategericalCrossentropyifron_logits=True), metrics = [ accuracy’ 1)



3-2-2. Densenet

2 - %L A 5 e (Densenet ) B3
#Creating Model
from tensorflow. keras. applications import DenseNetl2l
def get_model():
densenet = DenseNetl121(weights="imagenet’
include_top=False,
input_shape=(224, 224, 3)
)
model = tf. keras. models. Sequential ([densenet
GlobalAveragePooling2D (),
Dense (512, activation="relu’),
BatchNormalization(),
Dropout (0. 3),
Dense(l, activation=" sigmoid’)
1
model. compile (optimizer=Adam(1r=0.001),
loss=" binary_crossentropy’
metrics=[" accuracy’ ]
)

return model
spoofnet = get_model()

spoofnet. summary ()

S H:7]3 % Densenet]2] %14 0 1% relu 2 sigmoid 1% 5 jie & % >
K FTes 27T A FRE B o

10
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12 3-2-1 5 CNN #3] » ¥ L5 epoch=5 kF 8 % !

BEFEER Ao epoch 2 72/ > ¥ &5 — B epoch B A L% &
(validation) ern#rgs » § Bms 72 L %3 fjﬁf;‘%,j 20 1 FE B 1 R
epoch °

% epoch=10:

11



% epoch=15":

train_acc
train_loss = ‘

ain
\ val

045

0.40
0.95
035
030

025

accuracy
o
o
o

loss

020

015 085

010

005

0.80
0

2 4 6 10 12 14
num of Epochs

000

T RIEET R A
P &g e overfitting - F]pt A AT Y {8 R TR
2012 K-

epoch=12 2_ {4 > validation £ loss 4% k4% § > £ 7
A3 A2 S H BT o 304 epoch K

4-2. RERFIENE

VSRR B - B 2 > BB S IRP PUERKIE > LB HRR
T A5 0 8 i 2R IR 2 T2 B enan el o0 5 R A iR o

N R S s B RGNS IR S i
ALSBRE R b PR RRT O LG RS RS NEG S DA Sl

i

\_

_}

‘W “m}
\*ﬁr ‘ﬁﬂ.ﬁr

w

BLEENGE RS LR S

Factor \ Level Level 1 Level 2 Level 3
Learning rate 0.005 0.001 0.0001
Optimizer Adam SGD Adagrad
Activate function Relu Tanh sigmoid
4-3. $EBiRE
Learning o Activate i
rate Optimizer function train acc | test acc
0 0.001 Adam Relu 0.9383 0.939
1 0.005 Adam Relu 0.5004 0.5
2 0.005 SGD sigmoid 0.5722 0.5928
3 0.005 Adagrad Tanh 0.9663 0.9319

12




0.001

Adam

sigmoid

0.8878

0.9417

0.001

SGD

Tanh

0.7998

0.7962

0.001

Adagrad

Relu

0.8175

0.8141

0.0001

Adam

Tanh

0.9934

0.9620

0.0001

SGD

Relu

0.6325

0.6434

O [0 [ I[N |Wn |

0.0001 Adagrad sigmoid 0.4952 0.5014
. v . s . .
LR B g YUk AR
history = model.fit(train set, wvalidation data = wvalidation_ set, epochs = 12, wvalidation steps = 100}
Epoch 1/12
1563/1563 [ ] - 4185 2a0ns/step — loss: 0.5072 — accuracy: 0.7501 — val_less: 0.4051 - wal_accuracy: 0.8250
Epoch 2/12
1563/15683 [ 1 - 344s 220msfstep — loss: 0. 3434 — accuracy: 0.8545 — val_loss: 0.2936 - val_accuracy: 0. 8838
Epoech 3/12
1563/1583 [ 1 - 340z Z17nsfstep — loss: 0.2485 - accuracy: 09017 — val_leoss: 0,2467 - val_accuracy: (. 9000
Epoch 4/12
1563/1563 [ 1 - 337s Ziensfstep — loss: 0.1866 — accuracy: 09290 — val_less: 0.2035 - val_accuracy: 0. 9220
Epoch 5/12
1663/1663 [ ] - 3455 220ns/step — loss: 0.1423 - accuracy: 0.9473 - val_less: 0.1782 - val_accuracy: 0.9348
Epoch 6/12
1563/1563 [ ] - 336z 215ms/step — less: 0.1107 — acecuracy: 0.9596 — val_less: 0.1665 - wval_accuracy: 0.9400
Epoch 7/12
1563/1563 [ ] - 339s 216ns/step — loss: 0.0859 — accuracy: 0.9699 — val_less: 0.1419 - wal_accuracy: 0. 9461
Epoch 8/12
1563/1583 [ 1 - 340s Z18nsfstep — loss: 0.0854 — accuracy: 0. 9780 - val_loss: 0.1223 - val_accuracy: 0.9531
Epoech 9/12
1563/1583 [ 1 - 338z Zlens/step — loss: 0.0521 - accuracy: 0L 9833 - val_loss: 0.1286 - val_accuracy: 0. 9534
Epoch 10/12
1563/1583 [ 1 - 340z Z17nsfstep — loss: 0.0400 - accuracy: 0. 9876 — val_less: 0.1355 - val_accuracy: (. 9498
Epoch 11/12
1563/1563 [ 1 - 340s Z18nsfstep — loss: 0.0314 - accuracy: 0.990% — val_less: 0.1239 - val_accuracy: 0. 9563
Epoch 12/12
1683/1663 [ ] - 3465 22Ins/step - loss: 0.0233 - accuracy: 0.9934 - val_less: 0.1055 - val_accuracy: 0.9620
accu = model. evaluate(test _set)
31z/318 [ ] - 68s 218ms/step — loss: 0.1115 - accuracy: 0. 9605
a6 train_loss : o traln‘ acc
—— train
val
05
\ 0.95
04
0.90
03 >
P <
. 0.2 g
© 085
01
T~
T — 0.80
0.0
01 ! r + ; : r 0.75
-2 0 2 a 6 8 10 12 2 2 & 5 & i 2

num of Epochs

13

num of Epochs



4-4. Densenet % % :

T B 5 fI* Densenet H-A| PR MEARILE F % 0 KR

epoch #7 % (pF ff < X 5 35 & 4 >
51 0.99 0 @ SHmoERERE S § 2

a5 o

U dr— &
Z
A 7 B ¥ <0 overfitting

PP R R R — % 60,9422 B $ T &
1A %5 09817 5 &

history = spoofnet.fit(train_set, validation_data = validation_set, epochs = 5, validation_steps = 100)
Epoch 1/3
1563/1563 [ 1 — 2090s 1s/step — loss: 0.1429 — accuracy: 0.9422 — val_loss: 1.1515 — val_accuracy:
Epoch 2/3
1563/1563 [ 1 — 2043s 1s/step — loss: 0.0487 — accuracy: 0.9821 — val_loss: 0.0885 — val_accuracy:
Epoch 3/5
1563/1563 [ ] - 2042s 1s/step — loss: 0.0368 - accuracy: 0.9867 — val_loss: 0.1711 - val_accuracy:
Epoch 4/5
1563/1563 [ ] - 2052s 1s/step — loss: 0.0310 - accuracy: 0.9886 — val_loss: 0.0484 - val_accuracy:
Epoch 5/3
1563/1563 [ 1 — 20535 1s/step — loss: 0.0268 — accuracy: 0.9900 — val_loss: 0.0494 — val_accuracy:
model Loss Model Accuracy
12 - 100
- J¥n — m—
va' 895 et
10
G
o8
o8
£ 06 i 080
2 %
075
070
o2 06s 4
== Baun
=i E 060 vai
CE ?2 lg Ak :}‘ fs 3% 3 ;0 C] “3 A' LS i; 25 30 1$ (0
Fpoite Cpocin
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0. 6030

0. 9647

0. 9392

0. 9822

0.9817



T B & Densenet cFupliEE % 0 ¥ U F

BT ONN ot § 1 e mass o g2 o 4]
¥4 3 E o

P Farck o i34 LA KpHET T

BAccuracy On test set

accu = spoofnet.evaluate(test_set)

—

print ( Final Test

313/313 [
Final Test Acccuracy = 98. 300
I B%
51. B3 &%
T ;L“# 217 CNN #-3]4r Densenet #-73] &
e /EE OB A S Y R A
2B 2% % 0.0001 > Optimizer % 5 Adam »

?Jﬁd&m‘*% o TR LAY AR Y A AR ik o
PG AT EPPE R DU % R S ehR o

g& ~

] — 113s 359ms/step - loss:

j;: ~ B ;3; g._ ¥
Activate functlon ¥ * Tanh s ¥

1 0.983 et rr & > i G K APk

B REFVIRT U

Acccuracy = {:.3f}’.format(accu*100))

0. 0477 — accuracy: 0.9830

PR AR TAEE &K

Feg R, 2R AP

R E e

M 2 K=
7QFﬁ§Bb

CNN Densenet
>z S ) T 5 A e
e EEE s R B | s BB BAE T

%§~§E*;’Eifﬁ'f% EF'&E

BiEELE) |Lrdik L(L+1)/2 B4
EAk Sy e Pk
A S W FF 3 $114(0.9620) g 5 .8 (0.983)

b R L i Y S RGE 0 g 2
;L».J%frﬁi%ws*:ﬂmﬁﬁ FOSUFRE
AR 28T F 99.44% % T o

15

LR BvE R o A
‘{_B. o T B 5 - 3 fake R




test_inage = inage.load ing( /content/real-vs—fake/test/fake/0HOEKZ¥COQ. jpg’, target size=(224,
plt.inshow (test_image)

test_inage_arr = inage.img_teo_array{test_inage)
test_inage_arr = np.expand_dims{test_image, axis=0)
logits = medel.predict(test_image_arr)

predicticons = tf.nn softmax{logite). mumpy ()

print (predictions)
print

“This image most likely belengs to {} with a {:.2f} percent confidence.”
 fornat{class_names [mp. argnax (predictionsi], 100 % np.onax(predictions))

#porint (100 #* np.max (predictiens))

if mp.argmax(predictions) == 0O:

title = “fake proh: © + =tr(100 # np.omaxi(predictions))
else:

title = “real prob: © + str(100 * np.max(predictions))

plt. title(title)
plt.inshow (test_image)

[[©.99444735 ©.0055527 ]]

This image most likely belongs to fake with a 99.44 percent confidence.

<matplotlib.image.AxesImage at Ox7f5fec518c1@>
fake prob: 99.44473505020142

0

100
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200}
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%ok dA AT ;L“ 25 % xb ~ chatbot #%% & 0 =~ B oE ¥ 3 m@'g‘ﬂﬁ g T
- @ 3] #7455E g s & chatbot - W PEFEILE nE % o

5 ¢t d Densenet #ro" e Al S S B I > HpEH R B i 98.3% 0 #0
PR FI R k- B FHEA] SR 2 AT 0 4 ¥ A kil 4 Densenet ki (7

PIRE ] L AFefrk o
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